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C- source code needs to be compiled into a binary file before it can be executed and do anything. The role of your compiler is to translate the C — source code into machine language that your processor architecture (the target architecture) can understand. The long number next to “ is a memory address denoting where this function lives in the
computer’s memory. The right most column are assembly language instructions. The “-q” flag just prevents the gdb from printing the copywrite information.Engineering, hacking, surfingToday we will begin our journey into the basics of hacking. Let’s not waste any time.Here is the source code of a simple C program:If we compile and execute the
code it prints “Hello World” ten times:It is worth emphasizing that C- source code needs to be compiled into a binary file before it can be executed and do anything. By default, the binary file will be named “a.out.” However, we can specify a name for the binary file by writing “-o [name]” as we did above.If we were to simply open the binary file “first”
with the Linux utility “less” we would see the following:This is only a snippet of a long machine language fileThis file contains machine language — an elementary language that can be understood directly by the CPU. The role of your compiler is to translate the C — source code into machine language that your processor architecture (the target
architecture) can understand. In this article we are using a x86 processor architecture.Let’s take a closer look at our compiled binary file “first” using the Linux utility “objump”: objdump -D -M intel first | grep -A20 main:Objdump converts machine language instructions into human readable assembly instructions. Just as machine language
instructions are unique to a given processor architecture, assembly language instructions are also unique to the given processor architecture. The “-D” flag tells objdump to disassemble all. The “-M intel” flag tells objdump to use intel syntax for the assembly language. Intel syntax (oppose to at&t syntax) does not contain the cacophony of % and $
signs and I find it easier to read. We can make intel syntax the default for objdump by adding “set disassembly intel” to our .gdbinit file in our home directory.The long number next to “” is a memory address denoting where this function lives in the computer’s memory. The column of numbers, each beginning with “4,” are memory addresses which
show us the location of each machine language instruction. The various numbers in the middle column (55 is on top) are machine language instructions that only the CPU can understand. The right most column are assembly language instructions. Assembly is just a way for programmers to represent the machine language instructions. Typically, intel
syntax follows a specific format: , Example:mov rbp,rspThe “destination” or “source” values will either be registers, a memory address, or a value.Registers are like internal variables for the processor, they allow the processor to read and write data efficiently, do simple math, etc.We can examine the values of the registers before the program runs
using gdb (a portable debugger written in c):The “-q” flag just prevents the gdb from printing the copywrite information.The first four registers: rax (accumulator), rbx (base), rcx (counter), and rdx (data) are general purpose registers. They are mainly used as temporary variables by CPU when executing machine language instructions.The second four
registers: rsi, rdi, rbp, rsp are additional general-purpose registers but are sometimes known as pointers and indices. They stand for Stack Pointer, Base Pointer, Source Index, and Destination Index. RSP and RBP are called pointers because they store addresses. RSI and RDI are also pointers used to point to the source and destination when data
needs to be read from or written to.The RIP is the Instruction Pointer register which points to the current instruction the processor is reading. RIP is very important. The remaining eflags register consists of several bit flags that are used for comparisons and memory segmentations.Let’s use the debugger to step through our hello world
program:Notice that we have access to the source code from inside the debugger. In order to do this, you must compile the source file with the “-g” flag. Being able to view the source code from inside the debugger will help us keep track of things. We then disassemble the main function using “disass main” (we will use abbreviations when we can).
This stops the program before any of the instructions are actually run. We then use “i r rip” to examine the value of the Instruction Pointer. In this case, “i” is short for “info” and “r” is short for “register.”Notice that rip contains a memory address that points to an instruction in the main() functions disassembly (the second mov instruction). All of the
functions before this are collectively known as the “function prologue” and are “generated by the compiler to set up memory for the rest of the main() function’s local variables.”We can examine memory directly in gdb by typing “x” (for “examine”) and specifying two arguments: the location of memory to examine, and how to display that memory.
There are four different display formats: o (octal), x (hexadecimal), u (standard base-10), t (binary).The default size of a single unit is a four-byte word. The size of the display units for the examine command can be changed by adding a size letter to the end of the format letter. Size letters are as follows: b (a single byte), h (a halfword), w (a word), g (a
double word):You may notice that the bytes are being reversed. This is because values are stored in little-endian order on the x86 processor which means the least significant byte is stored first. In other words, “if four bytes are to be interpreted as a single value, the bytes must be used in reverse order” (Hacking: The Art of Exploitation, Jon
Erickson).The examine command can also display memory as disassembled assembly language instructions:In this context, “i” stands for “instruction.” This instruction moves the value of “0” into a location in memory that is four less than where the register rbp lives:If we disassemble the main function we see that we are on this instruction.If we run
the command “nexti,” the current instruction will be executed and we will move on to the next instruction:We are now at the jump instruction.If we examine the value at the address of rbp — 4 we will find that it has been zeroed out:We zero out four bytes because an integer in C requires four bytes.The next instructions make more sense to discuss as
a group:The current instruction is an unconditional jump to 0x40054c. This takes us to a “cmp” instruction which represents the control flow of the loop (is i less than 9). If it is, we jump to location 0x40053e which is another “mov” instruction. Let’s use the nexti command to execute the mov instruction and then inspect the edi register:You may notice
that all each of these hexadecimal bytes are represented on the ascii table. We can lookup a byte on the ascii table by using “c”:So, the mov instruction loads the string “Hello, World” so that the subsequent call instruction can print the string.This concludes our first dive into the basics of hacking an examining memory.Read my storiesL O ADIN G. .
. comments & more! Getty ImagesThere's no way around it: Buying a house is expensive. In fact, the average home in the U.S. costs just over $244,000, per Zillow's latest findings. That's why many people — first-time buyers, especially — are turning to "house hacking" to cut back on upfront costs. It's a real estate trend that's growing out of
necessity, since many people find themselves living in cities where they are simply priced out of home buying. Read on to learn the ins and outs of house hacking, including if it's a smart option for you. So, what is house hacking?The phrase itself was coined by BiggerPockets podcast host Brandon Turner. He describes house hacking as the practice of
"combining your investment property with your personal residence." Although you can technically do this with any single-family home, house hacking is typically done with small, multi-family properties like duplexes, triplexes, or any properties with divisible living spaces. That way the owners can live in one unit while renting the other units to
tenants. House hacking, simply put, “is renting out a portion of your primary residence to generate income to offset the cost of the cost of the mortgage and other costs associated with the home,” says CPA Paul Miller.Though house hacking may be uber-buzzy right now, the concept is hardly new in practice. "In earlier times, a simple example would
be buying a mother-daughter house — you live upstairs and rent downstairs," Miller explains. The modern-day version achieves the same goal: It's an easy, low-stakes way to buy into a housing market you otherwise couldn’t afford. How does house hacking let you live for free?If done effectively, house hacking can actually let you live for free, making
your investment well worth it. Think of it this way: After you buy a duplex or triplex, and put some money into fixing it up, you’ll also have a range of bills and everyday expenses to pay each month, including a mortgage, taxes, insurance, and utilities. But when you bring in tenants to offset monthly costs, your own portion of that bill may be close to
zero — or possibly, cash-flow positive. At the same time, living in a hacked home helps you save money on built-in expenses — electricity, internet, and gas bills, especially — since there are more people to split the total cost.The biggest money-saver? House hacking reduces your taxable income. In other words, owning a property gives you a mortgage
interest deduction, saving you a significant amount each tax season.Thinking bigger, this method allows to eventually move out (if that's your end goal, of course) and let another tenant live in your old unit. That way you can generate more money monthly and keep investing in bigger, better properties.Getty ImagesIs house hacking a good idea for
first-time buyers?Since first-time buyers typically have less money to spend upfront, Turner recommends house hacking as a solid, sensible place to start — as long as you have enough money set aside for the down payment. While "no down payments" mortgages aren't as common today, there are plenty of ways to purchases homes with low down
payments, ranging from 3.5% down for FHA loans to 20% down for more conventional mortgages. If you're not sure where to start, talk with qualified mortgage professionals at your bank to ensure that you make the right decision for you.Beyond that, house hacking teaches you the ins and outs of being a landlord. Because you live on site, you can
quickly address tenants' concerns and keep your eyes on the property at all times. It also allows you to handle any maintenance or repairs as quickly as possible, preventing further damage. What do you need to know before you try house hacking?First, you need to make sure you're investing in a property that can easily be hacked — several rooms
and entry points, desirable location, and feasible cost. "You have to know the rental market of the area you are looking to buy, the ability to re-rent," Miller explains. Once you find a property that checks all the boxes, it's time to establish the rental fee for tenants. Turner suggests following the 50% rule of thumb: Take the total cost of a property and
divide it in half to estimate your expenses. After deducting your loan payment, the remaining money is your estimated cash flow a.k.a. the amount of money you should be charging for rent. Of course, take into account emergencies like leaking ceilings or piping disasters.And you need to be aware of the risks. “In case of a lost tenant, do you have the
cash flow to carry the vacancy?” Miller says. With that being said, he urges looking into how short-term-rental rules, such as for Airbnbs, may or may not apply to your target situation and specific goals. You need to know: "Am I allowed to rent my space for less than 30 days?"All in all, Miller recommends house hacking for a certain type of investor
and personality. But go into it with eyes wide open. “Owning a house comes with a lot of baggage, repairs, and complaints,” he cautions. Because no matter how hard you try, you can't prevent the unexpected from happening. For can't-miss news, expert beauty advice, genius home solutions, delicious recipes, and lots more, sign up for the Good
Housekeeping newsletter. SUBSCRIBE NOWTry the 52-Week Money Challenge ASAPAlesandra DubinFreelance WriterAlesandra is a digital travel and lifestyle journalist based in Los Angeles. Her work has appeared in Good Housekeeping, Woman’s Day, Prevention, Insider, Glamour, Shondaland, AFAR, Parents, TODAY, and countless other online
and print outlets. Alesandra has a masters degree in journalism with an emphasis on cultural reporting and criticism from NYU, and a bachelor’s degree from UC Berkeley. An avid traveler, she trots the globe with her husband and their twins.
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